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FOREWORD

All European companies active on international markets apply export controls rules.
They fully understand the need for these controls for national and international 
security reasons and are fully committed to the rule of law. However, because of the
dramatic changes linked to the new world order, globalisation and technical progress,
they believe that the existing export controls risk becoming less and less effective if not
properly reviewed.

The purpose of this document is to highlight the profound mutations undergone by the
concept of export controls, and to propose a few avenues for reflection so as to form
part of the quest for achieving security objectives without unnecessary impediments to
trade. This paper applies to dual-use goods only, i.e. civilian technologies and 
products that may be used towards military ends. 

As Secretary General of UNICE and spokesman for the millions of large, medium, and
small European companies engaged in international trade, I call on the political 
authorities concerned to give the fullest possible consideration to the views expressed
in the pages that follow. European business is very keen to sharing its practical 
experience of export controls and developing a constructive dialogue with all those
interested in defining a new approach of export controls which could help to secure a
safer world. In view of achieving a level-playing field at global level such a dialogue
should be extended to American, Japanese and other key players.

This white paper has been developed by UNICE's "Export Controls On Dual-Use
Goods" Working Group under the chairmanship of Mr Dominique Lamoureux
(Thomson-CSF International, Secretary General).

UNICE is the Official voice vis-à-vis the institutions of the European Union of the
more than 16 million small, medium and large companies active in Europe today.
Created in 1958, its membership now consists of 35 central industrial and 
employers' federation from 27 European countries. The priority mission of UNICE
is to improve the competitiveness of all companies in Europe, and to ensure that
their common interests are heard, understood and taken into account.
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EXECUTIVE SUMMARY

The current export controls, because of the dramatic changes linked to the new world
order, globalisation and technological progress, risk becoming less and less effective
if not properly reviewed. 

EU firms perfectly understand that export controls are necessary for national and
international security reasons. They are fully committed to the rule of law and often
apply to themselves rules which are stricter than laws in order to implement 
company world-wide policies.

European Business would like to share with public authorities its expertise and 
knowledge of what is happening on the ground in order to define a clear framework
for efficient and workable export controls so as to form part of the quest for achieving
security objectives without unnecessary impediments to trade.  

This short paper thus aims at providing its readers with:
- a description of the new environment of export controls, notably a new geopolitical

context generating new threats, new technological challenges, a new management
frame and the new US approach on export controls

- the logic behind the use of current export control tools
- avenues of reflection that may be of interest for each party involved.  

UNICE firmly calls for export controls which are business-friendly especially for small
and medium-sized enterprises (SMEs). These are key for the competitiveness of
Europe and for the creation of jobs. 

More generally, companies engaged in fierce competition requiring increased 
efficiency, do not have at their disposal the same financial and human resources as
they previously had. In order to be in line with modern management practices, expen-
diture need to be optimised in order that all money spent generates maximum effi-
ciency. Export controls need to be as efficient as possible, which is in the interest of
both governments and firms.

In order to stimulate the debate, UNICE makes six proposals which, if implemented,
could pave the way for more efficient and workable export controls. It looks forward to
discussing them with EU officials and interested parties.

Such a dialogue should be extended to American and Japanese counterparts and
other key players, in view of achieving a level playing-field at global level. This is all
the more important for globally operating companies which wish to apply their internal
control procedures on a uniform global basis.

This position paper applies to dual-use goods only, i.e. civilian technologies and
products that may be used towards military ends. It thus does not address the issue
of controls on defence products, which relies largely upon another set of regulations



A - NEW ENVIRONMENT FOR EXPORT CONTROLS 

The current export controls framework and tools have been
shaped by the geopolitical situation dating back to the Cold
War. The best way to control the technological level of the
USSR, a clearly defined adversary, was to use those export
controls, whose limits were explicitly drawn by their very goal.
Since the scientific potential of the USSR was well known
through intelligence, precise lists of products and technologies
were subject to a strict embargo. That was the aim of COCOM,
which was disbanded in March 1994. It did not prevent the
USSR from gaining access to strategic knowledge, but it 
certainly did hinder its acquisition.   The end of the Cold War
has given way to a new world situation, no longer relying on a 
bipolar equilibrium, but on a chaotic kind of globalisation 
entailing a perpetually changing set of diffuse threats that may
originate from a vast variety of potential aggressors which have
access to less sophisticated, yet highly lethal, means of
destruction than those of the old superpowers. 

New paradigms are emerging in a wide range of areas:

- New threats are emerging, e.g. extreme ideologies including
sects and religious fundamentalism, drug cartels and 
terrorist networks. 

- Economic matters have become vital to any country's 
development. 

- The increased use of electronic communication is another
Achilles heel for developed countries, through hacking, 
the spread of computer viruses and the possibility of infowar.
New problems related to e-commerce are also emerging. 

- Finally, the end of the Cold War has unleashed tribal and 
ethnic disputes that were previously held in check, forcing
Western nations to favour the use of peacekeepers so as to
foster the emergence of a true " security area ".

Firms are dealing on a daily basis with these changes. It is 
necessary that public authorities also take them into 
consideration when defining the framework for export 
controls on dual-use goods.
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1 - A new geopolitical context generating new threats
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A - NEW ENVIRONMENT FOR EXPORT CONTROLS 

Companies are setting for themselves high standards of good 
governance. They are aware that their activities go beyond the
mere economic field and that they have an active role to play
in the construction of a safe and healthy world.

Consequently, in addition to their core activities, firms make
every effort to be pro-active in civil society and to further 
dialogue with representative Non-Governmental Organisations
(NGOs) in order to improve mutual understanding and define
realistic and efficient rules of behaviour for everyone.

Business is a reliable partner and wants to be closely 
associated with the definition of export controls rules and their
implementation.

Companies have an
active role to play in the
construction of a safe
and healthy world

They support the 
dialogue with 
representative Non-
Governmental
Organisations in order to
define realistic and 
efficient rules

2 - Companies take on their responsibility in this new environment.

In order to achieve the existence of a "security area", states
stand united in a "global arrangement" comprising five 
elements: the Wassenaar Arrangement which partly replaces
COCOM, MTCR (Missile Technological Control Regime), the
Nuclear Suppliers Group, the Australia Group and the
Chemical Weapons Convention (CWC). The recommenda-
tions of these bodies require the full endorsement of the 
various member countries.

While this "multilateralisation" of controls is a good thing, 
attracting a growing number of members, it stumbles against
the diplomatic divergences that may appear on some matters.
It is clear that more than 30 countries spread all over the 
planet cannot have the same geopolitical approaches to 
international threats.

At the European Union level, Member States are progressive-
ly, sometimes at a slower pace than needed, establishing a
level playing-field among themselves. This approach has
taken shape  through the set of rules established by Council
Regulation EC/3381/94, and Council Decision 94/942/CFSP
and revised by the new Regulation EC/1334/00 (22 June
2000). This trend towards harmonisation has to be speeded
up.

States stand united in a
"global arrangement" 
comprising five control
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3 - The current framework for export controls
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A - NEW ENVIRONMENT FOR EXPORT CONTROLS 

The main challenge for the control of commodities is 
evidently the acceleration of the trend towards ever higher
performances.

Export controls also have to be adapted to a new 
technological environment relying on a few major facts: 

1) an increased intangibility of technologies. This 
phenomenon is also referred to as the increased "stealth"
capacity of the new technologies that are much harder to
locate and control than an SS20 ICBM (Inter Continental
Ballistic Missile).
As a consequence, components are becoming extremely
hard to trace, given the acceleration in trade in sensitive 
products and intangible technologies beyond national 
borders. 

2) the usual distinction between strict military products and 
dual-use technologies is disappearing. As a result, it is
becoming increasingly difficult to identify potentially 
dangerous technologies and thus apply export controls to
them.

Also, physical controls are now more often than not 
impossible or useless, since nearly any given technology
may be used for malicious ends. 

3) The information society is bringing about far-reaching
changes in all the structures of society and the economy.
These changes justify rapid responses by the public 
authorities, notably in the field of export controls.

These technological advances may perhaps give some 
pointers as to the future function to be given to rules for
export controls.

Finally, the problem of the foreign availability of controlled
goods and particularly of "mass-market" products should be
borne in mind. The efficiency of such controls should be 
honestly assessed.
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increasingly intangible
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4 - The new technological challenge export controls must face
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A - NEW ENVIRONMENT FOR EXPORT CONTROLS 

US export controls have undergone major changes in recent
years leading the way to a radical new age in export control 
philosophy. 

The US government has developed a new approach to export
control regulations. Under the new threats, the U.S. 
legislation is increasingly based on the publication of lists of
specifically denied countries or persons, as well as on the use
of selective embargoes. European regulations are still based
on the traditional list of controlled commodities or 
technologies. This discrepancy endangers the necessary 
harmonisation of both sets of regulations.

The US administration seems to comply with the controls of 
technical performances level developed in the various Export
Control Forums (e.g. Wassenaar Arrangement). However,
through various unilateral licence exceptions - involving up to
180 countries - the US in practice maintains effective control
only against less than ten "countries of concern". As to US 
re-export controls, at least steps forward like creating licence
exceptions for EU Member States (step 1) and for 
international control regime members (step 2) should be 
considered by the US.

All means should be developed to persuade the US to 
eliminate extra-territoriality in US export control laws once a
product has been legally exported. Current US law is a 
burden to both US and European industry, and does nothing to
contribute to international security.

It is thus important to reduce the competitive disadvantage 
created by the US approach and to reach a level 
playing-field. Europe should open discussions with its 
transatlantic partner to reduce these discrepancies through a
step-by-step process.

The U.S. legislation is
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5 - The US approach to export controls
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A - NEW ENVIRONMENT FOR EXPORT CONTROLS 

While difficult to estimate, export controls do have significant
financial consequences for comapnies. Embargoes and
denied transactions mean lost markets. Controls, whether
direct or not, demand heavy human and technological
resources. And, last but not least, they are likely to entail 
distortions in competitiveness between countries when 
governments use export controls as an economic weapon. 

In order to be in line with modern management practices,
these expenditures need to be optimised in order to generate
maximum results. Hence, export controls should be as 
efficient as possible, which is in the interest of both 
governments and firms.

Controls, whether direct
or not, demand heavy
human and technological
resources. While difficult
to estimate, they do
have significant financial
consequences for firms

Export controls should
be as efficient as 
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interest of both 
governments and firms

6 - Export control costs

Industry globalisation calls for the use of new methods of 
management and production to meet investor requirements
and ensure the necessary profitability. But these new methods
of management and production do not facilitate the application
of traditional export control procedures: 

l The general downsizing and re-engineering of European 
companies has reduced corporate administrative services -
particularly disturbing because they are often in charge of
the application and monitoring of export controls.

l New forms of management have also appeared.
Businesses have strategies that rely heavily on the 
constitution of small business units with wide autonomy in
a matrix organisation. This creates a "living disorder" which
is not appropriate for the traditional pyramid-shaped 
organisation of administration. What is more, new methods
of communication are developing, e.g. electronic 
databases, online information services.

New methods of 
management and 
production do not 
facilitate the application
of traditional export 
control procedures

The general downsizing
and re-engineering of
European companies
have reduced corporate
administrative services

7 - New management frame
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A - NEW ENVIRONMENT FOR EXPORT CONTROLS 

With the fall of the Iron Curtain in 1989 and the collapse of the
USSR in 1991, among other changes, the world situation now
consists of a new environment with different characteristics.
As such, the use of extensive sensitive-product lists may now
no longer be appropriate . Rather export controls should be
shaped by the new threats they are designed to contain, and
the environment in which they now operate. 

New approaches are appearing, whether it is with 
enforcement of the catch-all clause, publication in the US of
specifically denied countries or persons, or use of selective
embargoes. A better way of addressing the emergence of new
threats would perhaps consist in verifying the exact identity of
the end-user and the use that may be made of the sensitive
goods, should their export be authorised.

A new approach to
export controls, shaped
by the new threats they
are designed to contain,
has to be developed

8 - A new approach to controls

This has brought about a new industrial organisation that relies
on increased subcontracting and internationalisation. This
leads to the creation of Joint Ventures or mergers, as well as
a growth in the number of international co-operation 
programmes. 

In this context, the "traceability" of sensitive commodities or 
technologies becomes very difficult1.

Businesses have 
strategies that rely 
heavily on the constitu-
tion of small business
units with wide 
autonomy in a matrix
organisation which is not
appropriate for 
traditional pyramid-
shaped organisation of
administration 

1 An example lies in the front-end manufacturing of chips which are actually conceptualized in the US
and whose design is sent directly via modems to a production plant in Singapore. After their integra-
tion in a back-end line in Morocco, those chips are then exported to a Mexican industrialist and final-
ly billed from France. 



B - PROPOSALS

Europe, the first economic power in the world should be a
major player within the global dimension of export controls
on dual-use goods in the framework of international 
cooperation and regimes. With this in mind, European 
industry makes the following proposals to national and
European authorities. It believes that they are feasible in the
short to medium term.

1. Industry, which accepts a type of "catch-all" clause 
(different from the current type) and the heightened level
of responsibilities it entails, asks for more open 
information on the risks related to end-use and 
end-users. These data should include pointers as to the
possible improper use of exported technologies and
products by unsuitable end-users. The best way to
reach this objective would be through and for the 
provision of some kind of matrix that would explain for
each and every destination which baskets of 
technologies, products and know-how should be 
submitted to scrutiny and require an export licence.

2. Provision of educational background to European 
companies so as to raise their "situational awareness"
on export control matters and issues. Preventing 
problems is much better than having to deal with the
aftermath of legal procedures, and would heighten the
credibility of European industry. It should be noted that,
within the EU, there are widespread discrepancies in the
means provided by government (seminar, information
material, web-site, etc.). So, the objective is to raise the
level of education of European companies by setting up
specific official education services in all EU countries to
a comparable level.

Industry asks for more
open information on the
risks related to end-use
and end-users

A solution is the 
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B - PROPOSALS

3. So as to prove its commitment, industry should work on a
Code of Conduct for export controls on dual-use goods.
This Code could, for instance, require establishment of
programmes to monitor end-uses and end-users. 

European firms adhering to such a Code would obtain in
return simplified procedures and lighter controls within a
framework of confidence in partnership with the licensing
authorities. 

For firms, this should represent a real added value in
comparison with the procedures already existing in some
Member States and with the forthcoming EU regulation,
e.g. a priori approval, documentation provided ex post,
licensed traders and so on. The specific situation of small
and medium business should be fully taken into account
in the design of such a code.

4. In order to develop new ideas and provide new solutions
for this rapidly changing environment, a European Expert
Group should be created. Bringing together government
officials, academic experts and industry representatives,
this EU expert group would, within a short timeframe (e.g.
one year), and according to institutionalised terms of 
reference based on art.18 of the new EU dual-use goods 
regulation (EC/1334/2000), organise working sessions,
hearings as well as general conferences with a view to
define a new legal framework encompassing innovative
and concrete measures, fully compatible with the new
challenges.
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B - PROPOSALS

5. Such an initiative would create the basis for establishing, as a
second step, a more permanent institution, in the form of a
foundation or a research institute. Providing companies with
guidance rules and training sessions, the latter would also
seek to promote active co-operation between 
national administrations, academics and business 
representatives. In addition, it would be proactive in favouring
evolution of procedures, via Technical Advisory Committees
("TAC").

6. Finally, ways should be sought to share these thoughts and
activities beyond the European arena. In particular, with
American and Japanese officials and industrialists, an open
network could be built up so as to foster the emergence of a
true dialogue on a world-wide basis.

UNICE looks forward to discussing these proposals with all those
involved in export controls issues at European and 
international level in administrations and businesses.
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